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ecognizing that energy is a strategic resource, the Department of the Navy has set 
aggressive energy goals to achieve our objectives. At the same time, we must meet a 

multitude of federal energy laws designed to decrease our dependence on fossil fuels. The 
Navy’s Shore Energy Strategy is to assure our energy security while meeting our goals and legal 
requirements by focusing on energy efficiency; transforming our culture and behavior; and 
integrating sustainable infrastructure and viable renewable energy systems. The Naval District 
Washington (NDW) working with Commander Naval Installations Command (CNIC) and the 
Naval Facilities Engineering Command (NAVFAC) has embarked on a series of related projects 
designed to maximize energy and personnel resources, while leveraging proven new 
technologies with the goal of achieving significant reductions in energy utilization and provide 
for enhanced security and responsiveness of the base/installation infrastructure support 
organization. At the heart of this effort is the Navy’s SmartGrid Pilot Program in NDW being 
spearheaded by the NDW Regional Chief Information Officer (N6) and the NDW Regional 
Engineer (N4). The Navy SmartGrid Pilot will bring together the foundational SmartGrid 
Platform IT technologies, such as Enterprise Industrial Control Systems (EICS), Advanced 
Metering Infrastructure (AMI), and Virtual Perimeter Monitoring System (VPMS) solutions that 
NDW has been implementing throughout the Region, along with integration efforts with existing 
and proposed NAVFAC Business Systems. In addition NDW is expanding the integration of 
other Shore Platform Systems such as Access Control Systems and the integration of other 
building automation systems such as lighting control and elevator control systems into an 
expanded solution called Cognitive Energy Management solutions (CEMS).  
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Agenda 

12/6/2011

2 Current NDW Pilot Projects 

1 NDW Shore Energy Strategy/CONOPS

3 Future NDW Pilot Projects 
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Navy Shore Energy Strategy

Energy 
Efficiency

Renewable 
Energy & 

Sustainability

ENERGY 
SECURITY & 

COMPLIANCE

Navy
Energy Culture

Energy 
Efficiency 
First 

“Compliance” is Unique to the Shore

Energy Security:
•Redundancy 
•Resiliency
•Reliability  

Transform Navy from 
Culture of Consumption 
to Culture of Conservation
Through Transparency 
& Accountability

The Right 
Technology at 
the Right Time
•Watch 
•Partner
•Lead 
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NDW SmartEnergy CONOPS

SmartEnergy
The combination of:
• SmartMeters, direct digital control (DDC) of HVAC, lighting controls, advanced metering infrastructure (AMI), 

supervisory control and data acquisition (SCADA) for high-voltage utility components, 
• Coupled with a robust networked communications backbone,
• Allowing enhanced digital control of all aspects of the Region’s energy infrastructure.

• Reduce energy costs without impacting mission, thereby also reducing energy consumption
• Reduce O&M costs without impacting mission
• Change operational behavior regarding energy to allow transparent decisions regarding 

energy-saving opportunities

Objective/
Results

Actions

Analysis / Diagnosis

Data/Status

Results  → What overall objectives does NDW want to 
accomplish?

Actions  → What key actions will help accomplish this?

Analysis  → What key information does NDW need to 
support the actions?

Data  → What critical raw data is needed to 
develop the analysis?

O
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A
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h

• The NDW SmartEnergy CONOPS defines analysis of collected data to determine appropriate 
actions in support of the Region’s overall objectives.C

O
N
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NDW SmartEnergy Initial Strategy

Secure Wide Area 
and Platform

Networks: Wired/
Wireless
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Zero Client/Dynamic Vlan

EOC

NERMS –
Alarms/WS

ELMR

NMCI B1

Enabler/FTP 
Drop boxELMR Zone Core

C4I Suite (C4I-training)
Enterprise Services

Active Directory
NTP
DNS
Virtual Desktops
Syslog
HBSS
Radius

ELMR Zone Core
C4I Suite (C4I, SSO, IDV)
Enabler
Enterprise Services

Active Directory
NTP
DNS
Virtual Desktops
Syslog
HBSS
Radius

Norfolk SDP – W143

NMCI B1

AMI Meters
Industrial Controls
Access Controls
Mobile Users
VPMS (Video 
Mgt/Analitics

Naval Installation

San Diego SDP – Grace Hopper

Platform Network 
Wired/Wireless

T1/NxT1/DS3/OC3

PoPRemote Nodes

PSNet WAN
ATT MPLS
VZ MPLS
DISA PtP

NMCI
NIPR

OneNet

NMCI
NIPR

OneNet

Shore Network Architecture 
PSNet “Closed” Architecture (PSNet-D for Dispatch), PSNet “Open” Architecture (PSNet-EM for

Emergency Management), Open to Closed Side Solution     
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Features
A “virtual” impenetrable fence that detects and 
then alerts when intruders enter site

Simple, bolt-on, out-of-the-box wireless video 
surveillance system for protecting critical 
infrastructure 
Video analysis and automated intruder 
detection/alert

Enhanced monitoring with simultaneous access 
to multiple cameras/video screens
Wireless Network for Mobile and Fixed Sites
Certified, standards-based security 

DoD/Federal agency compliance to FIPS 140-2 
& Common Criteria EAL4
Platform IT (PIT) designated and Platform IT 
Risk Acceptance Approved by NETWARCOM

Deployments
Naval District Washington (NDW)
Naval Station Guantanamo Bay
Network Leveraged for AMI Navy wide

Foundational Wired and Wireless 
Networking for Sensor Systems
Critical Infrastructure Protection via wired 
and wireless sensors for:

Military Bases / Federal Campuses
Water Towers/Wells, Tank Farms
Substations, Wastewater, Pumping Stations

802.11 Hot Spot

802.11 Hot Spot

802.11 Hot Spot

802.11 Hot Spot

3eTIWireless
VideoServer

PTZCameras

802.11 Hot Spot

Mobile accessto video
and onsite GIS system

Vehicle with PTZ camera and
       3e-525Ve-4 wireless video server

  running Bridge and AP modes

Command Center
Control and accessto tower

and vehicle cameras

Towers with PTZ cameras and
        3e-525Ve-4 wireless video servers

Base Network

Sensor Networks and Critical Infrastructure 
Monitoring & VPMS
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Navy Advanced Metering (AMI)

Meter Data Management

MDM as part of CIRCUITS: 
Enterprise metering database, 
& data analysis tool

Metering data from all 
regional DAS’s to the MDM~71% of meters 

to be installed are 
under contract

Awarded

Award Plan 
FY12

Southwest (13 sites)
NBVC Award Sep 08 (Pilot)
Rest of SW Aug 09 
2,104    electric meters

520    gas meters
975    water meters
22    steam meters

Northwest (3 sites)
Award Jul 09  
1,799   electric meters

323   gas meters
542   water meters
122   steam meters

Hawaii (3 sites)
PMRF Award Sep 09 
Rest of HI Dec 10 

741   electric meters
0   gas meters

318   water meters
0   steam meters

FarEast (5 sites)
1,880    electric meters

0    gas meters
28    water meters

126    steam meters

EURAFSWA (5 sites)
731   electric meters
43   gas meters

100   water meters
65   steam meters

Southeast (15 sites)
Award Sep 09
2,461  electric meters

593  gas meters
1,185  water meters

34  steam meters

Midlant (18 sites)
1,635   electric meters 

179   gas meters
726   water meters
589   steam meters

Midwest (3 sites)
Award Sep 10 
467    electric meters
187    gas meters
169    water meters
64    steam meters

Marianas (3 sites)
Award Aug 11
554  electric meters

0  gas meters
217  water meters

3  steam meters

Washington (7 sites)
Award Sep 09
1,173   electric meters

6   gas meters
135   water meters
100   steam meters
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Energy ICT Web Portal
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Enterprise Industrial Controls Systems (ICS)

Capabilities
Integrated EICS solutions
Critical Infrastructure Monitoring using advanced camera technology

EICS Subsystems
Wireless Mesh Network
“PSNET” Network Interface & Firewall
Networked Programmable Logic Controller (PLC)

Mission
Centralized energy monitoring 
capability integrating DDC & SCADA
systems in support of Region Energy 
Reduction Initiatives
EICS model scalable for Navy 
enterprise-wide deployment

Legacy  DDC PLCs and 
Secondary Controllers

EICS Management Server & 
Graphical User Interface
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Building Systems
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Integration of Smart Energy Management 
with Business Systems 

Business 
Systems

Being migrated to CIRCUITS . . .

Desired Outcomes

Eff. Utility Operations
& Control 

Identify Energy Efficiency 
Opportunities 

CIRCUITS

CUBIC

RSIMS

Maximo

DUERS

iNFADS

Demand Side Management

• Utility invoices by meter
• Utility usage by meter
• Energy cons per facility

• GIS data for 
facilities

• Floor plans

• Maintenance 
planning

• Work order 
management

• Work order trends

• Energy consumption per 
Base

• Commodity cost
• By aggregated unit

• Primary source for 
utility data

• Footprint, 
allocation, 
characteristics

• Invoice approval    
and processing

• Utility invoices by 
meter

• Utility usage

• 24 hr weather
• 72 hr weather
• Demand 

Response Signal

• Work Orders
• Work Order 

Trends

• Floor Plans

• Monthly electric 
meter data –
kW/kWh/p.f.

• Meter/building #

Critical 
Assets

• Tiered prioritization 

• Outage/emergency
• Operations/mission

• TCAs

Eff. Facility Operations

Awareness

R
aw

 D
at

a

D
at

a 
W

ar
eh

ou
se

• Facility footprint
• Primary bldg end-

use

• Energy Use Intensity 
Metrics by bldg #

External
Data

• NAVFAC 
Energy Prices

• Utility commodity 
prices

• Future prices 
from NIST 135

• Heating/Cooling 
Degree Days
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PSNET

IBM Pilot Architecture

NDW Building/Energy Situational 
Awareness Portal 

Dashboards with Secure Access & SSO
(Portal, IBM Mashup Center, TEP)

Monitoring & Management

Condition 
Monitoring
(Maximo)

Aggregation, 
Warehousing

(TWD)

Event 
Correlation
(Omnibus, 

Impact)

Resource 
Monitoring

(ITM)

EIF

probe

Remedy ARS
Alert Adapter

WS
Probe

XML
Probe

Maintenance

Asset, 
Space, 

Condition, 
Work Order 

Management
(Maximo)

Supported Commander

Public Works Officer 

LEGEND    Core 
Capabilities

IBM Smart 
Building 

Component
(TDW)

Navy Owns
(e.g. Maximo)

Bulk 
Files

Potential for 
Bulk Managed 
Data Transfer

ICS Data

Raw AMI Data

ESB
(WebSphere ESB)

Niagra DASICS 
Data

Raw 
Energy Data

Site #1

Dahlgren

Site #2

Indian Head

Site #3

WNY

JMSWeb 
Services

NMCI

MDM CIRCUITS

Workflow 
Services

Analysis 
Services

Reporting 
Services

Enabler
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OSSI Pilot Project:  System Architecture

Viewer Application
(Navy Earth Situational Awareness Portal)

Monitoring and 
Management

Perimeter
Monitoring

Equipment
Monitoring

Meter 
Monitoring

Maintenance
Management

Equipment, Building,
Facilities Asset Database,
Work Order Management

OSSI Gateway
(Universal Communicator)

VPMS EICS AMI
DAS

SERVER

Sensors

Users

GEO DATA

Utility
Billings

CIRCUITS
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Cognitive Energy Management System  (CEMS)

• Augment standard building automation systems with intelligent control through 
localized sensors and a person’s planned destination based on occupancy

Distributed sensors – VPMS, Lenel, AMI, PIR, & Motion Sensors
Controllable integrated building systems – EICS, lighting controls, lighting 
occupancy sensors, automated building system services
Asset Management Systems – MAXIMO, GIS, etc. 

15

NDW CEMS key elements include PIR Sensors, Video, Access Control, 
Asset Management, EICS Control, and Cognitive Energy Management
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CEMS Technical Risks and Objectives

• Low Technical Risk
CEMS leverages existing systems 
with prior Navy validation
Proven energy consumption 
reduction metrics
Underlying systems have IA 
accreditation

• Demonstration Assumptions
Ability to collect adequate off-hour 
occupancy data for data analysis
Ability to install CEMS equipment  
in selected locations
Ability to integrate building 
control systems with CEMS

16

● CEMS is Expected to further NDW’s CONOPS Goals of Energy Reduction by 
demonstrating and piloting additional sensor integration that can be cost 
effectively implemented in Government Buildings
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NDW SMARTGRID 
PILOT VIDEO

NDW SMARTGRID VIDEO


